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Note: For Internet Explorer 8/9 Browser Settings please click on this link or refer to page 11.

Evolv-CS requires the standard version of Internet Explorer. Please do not use Internet
Explorer (64-bit) as it is unable to load many of the required Evolv-CS components.

Required Browser Settings for IE 10 Evolv-CS Users

Below you will find the settings that are required to run Evolv-CS.

1) Navigate to the URL you want to apply security to. (e.g. http://localhost/evolv_cs)

Tools > Internet Options

Print

File

Foom (1005
Safety

Add site to Start Screen
Wiew downloads
Manage add-ons

F12 developer tools

Go to pinned sites

Ctrl+1

Internet options

About Internet Explorer
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http://localhost/evolv_cs

Click on the Security tab then Sites

Internet Options ?

meneral | Security | Privacy | Content | Conmections | Programs | &dvanced

Select a zone to view or change security setkings.

@ & v 0O

Internet Local intranet  QEFES=EEREE Restricted
sikes

Trusted sites

f This zone contains websites that you oites
w krusk not ko damage wour compuker or
wour files,
You have websites in this zone.

Security level For this zone

Custom

Cuskom setkings,
- To change the settings, click Custom lewel,
- Touse the recommended settings, click Default level,

[ ]Enable Protected Mode (requires restarting Internet Explorer)

Cuskam level, .. Default level

Reset all zones to defaulk level
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Click Add then Close
Trusted sites

You can add and remove websites from this zone, All wehsites in
% this zone will use the zone's security settings,

Add this wehsite to the zone:
| hitpilocathost |l aad “

Wihsites:

Rermowve

[ |Rrequire server verification (https: For all sices in this zone

Close
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2) Enable Active X settings for trusted site, click on Custom Level

Internet Options ?

meneral | Security | Privacy | Content | Conmections | Programs | &dvanced

Select a zone to view or change security setkings.

@ & v O

Internet Local intranet  QEFES=EEREE Restricted
sikes

Trusted sites
# . . : Sites
&7 This zone contains websites that you

w krusk not ko damage wour compuker or
wour files,
You have websites in this zone.

Security level For this zone

Custom

Cuskom setkings,
- To change the settings, click Custom lewel,
- Touse the recommended settings, click Default level,

[ ]Enable Protected Mode (requires restarting Internet Explorer)

Cuskam level, .. Default level

Reset all zones to defaulk level
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Enable/Disable Active X controls as specified below within the Trusted Site:

| Actived conkrols and plug-ins

|#| Allows Active Filkering
() Disable
(@ Enable

|| Allows previcusly unused Ackivel controls ko run without prompt
() Disable
(@ Enable

|#| Allow Scriptlets
() Disable
(@ Enable
() Prompt

|#| Automatic prompting For Activel contraols
() Disable
(@) Enable

|#| Binary and script beharviors
() Administrator approved

() Disable
(® Enable
|#| Display wideo and animation on a webpage that does not use external media player
() Disable
(@ Enable
|#| Download signed Activel controls
() Disable
| Enable

[} Prompk
|#| Download unsigned Activel controls
() Disable

[_J) Prornpk
|#| Onby allow approved domains bo use Activel without prompt
® Disable

i) Enable
|#| Run Activer conbrols and plug-ins
() Administrator approved

(®) Enable
|#| Scripk Activel contrals marked safe For scripbing®
) Disable
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Scroll Down and set the following
,_-i;ﬂ Downloads
,g;ﬁ File download
(7) Disable
@ Enable
,g;ﬁ Font download
(7) Disable
@ Enable
(™) Prompt

4) Add the Evolv-CS URL to the Compatibility View

From Tools > Compatibility View Settings (if Tools is not visible, press the Alt key.)

Delete browsing histong.. Ctrl +Shift+Del
InPrivate Browsing Ctrl +Shift+P

Tracking Protection...
ActiveX Filtering

Fiz connection problerms..,
Reopen last browsing session

Add site to Start Screen

Wiew dowenloads Ctrl+]
Pop-up Blocker 2
Smartscreen Filter »

Manage add-ons

Cormpatibility Wiew

Cornpatibility View settings ||

Subscribe to this feed..,
Feed discovery L
Windows Update

F12 developer tools

Internet options
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Click Add then Close
Compatibility View Settings

l/_\/'j You can add and remove websites to be displayved in
@ Compatibility Wigw,

add this website:
| hitp:flocalhost add |

Websites vou've added to Compatibility Wiew:

Remowve

[ |Display all websites in Campatibility Yiew
Display intranet sites in Compatibilicy Wisw
Download updated compatibility lisks From Microsoft

Learn mare by reading the Inkernet Explorer privacy skatement

Close

Add your website address. localhost is only used as an example
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5) Add website to Popup blocker

Tools> Pop-up Blocker > Pop-Up Blocker settings

I Help
Delete browsing histong.., Ctrl+Zhift+Del
InPrivate Browsing Ctrl +Shift+P

Tracking Protection...
S.ctive Filtering

Fiz connection problerns..,
Reopen last browsing session

Add site to Start Screen

Wiews dowwnloads Ctrl +)
Pop-up Blocker k Turn off Pop-up Blacker
Srnartscreen Filter 2 Pop-up Blocker settings

e ? D
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Pop-up Blocker Settings
Exceptions

FPop-upz are curently blocked. vou can allow pop-ups from zpecific
2 websites by adding the site to the list below,

Addrezs of website ta allow:

llocakhost | A
Alloveed sites:
Remove
Femove all...

M atificationz and blocking level:

| Flay a zound when a pop-up iz blocked.
Show Matification bar when a pop-up is blocked.

Blocking level:

tedium: Block most automatic pop-ups W

Learn maore about Pop-up Blocker Cloze

Add your website address. localhost is only used as an example

e 10 D
exYoLv >V Netsmart



Required Browser Settings for IE 8/9 Evolv-CS Users
Below you will find the settings that are required to run Evolv-CS.

1) Navigate to the URL you want to apply security to. (e.g. http://localhost/evolv_cs)

Tools > Internet Options

§] ~ =] == - Page~ Safetg,rv

Recpen Last Browsing Session

[ Bl

Pop-up Blocker r
Manage Add-ons

Work Offline

& RO

Compatibility View Settings
Full Screen F11

Toolbars L

]

Explorer Bars r
<x Developer Tools F12

Suggested Sites

Internet Opticns
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http://localhost/evolv_cs

Click on the Security tab then Sites

,

| General | Security | Privacy | Content I Connections | Programs I Advanced |

Select a zone to view or change security settings.

@ & /v O

Internet Local infranet  Trusted sites  Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone,

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Internet Explarer)
| customlevel... || Defaultlevel |

[ Reset all zones to default level ]

ook J[ coneel [ aeov |
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Click Add then Close

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

http://localhost -l

Websites:

Remove

E

-

Require server verification (https:) for all sites in this zone
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2) Enable Active X settings for trusted site, click on Custom Level

-
Security

Select a zone to view or change security settings.

@ & v O

Internet Local intranet  §EifEi=s=li==] Restricted
sites

M——
This zone contains websites that you

trust not to damage your computer or
your files,
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, didk Default level,

Enable Protected Mode (reguires restarting Internet Explorer)

I Custom level... | Default level

[ Reset all zones to default level ]

ok | [ concel |
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3) Enable/Disable Active X controls as specified below within the Trusted Site:

|#| ActiveX controls and plug-ins
|#| Allow previously unused ActiveX contrels to run without prompt

() Disable
@ Enable
|| Allow Scriptlets
(7) Disable
@ Enable
) Prompt
|#| Automatic prompting for ActiveX controls
(7) Disable
@ Enable

|#| Binary and script behaviors
(7) Administrator approved
(7 Disable
i@ Enable
|#| Display video and animation on & webpage that does
(7) Disable
@ Enable
|#¢| Download unsigned ActiveX controls
() Disable
@ Enable
() Prompt
|#| Initialize and script ActiveX controls not marked as safe for scripting
(71 Disable
@ Enable
() Prompt
|#| Only allow approved domains to use ActiveX without prompt
@ Disable
() Enable
|#| Run ActiveX controls and plug-ins
() Administrator approved

|#| Saipt ActiveX controls marked safe for scripting
() Disable
@ Enable

) Prompt

Scroll Down and set the following
i Downloads
& File download
(7) Disable
@ Enable
& Font download
(7) Disable
@ Enable
() Prompt
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4) Add website to Popup blocker

Tools> Pop-up Blocker > Pop-Up Blocker settings
(& Diagnose Connection Problems

D Recpen Last Browsing Session

Turn Off Pop-up Blocker

| Pop-up Blocker Settings | 1

Pop-up Blocker
Manage Add-ons

Work Offline

& kM

Compatibility View Settings
Full 5creen F1
Toolbars »

Explorer Bars r

]

<g:  Developer Tools F12

Suggested Sites

Internet Options
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’
Pop-up Blocker _ u
Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
@ websites by adding the site to the list below.

Address of website to allow:
localhost|

Allowed sites:

Remaove

Ik

Remave all...

Muotifications and blocking level:

[/] Play & sound when a pop-up iz blocked.

Show Motification bar when a pop-up is blocked.
Blocking level:

[Meditm: Block most automatic pop-ups

Leam maore about Pop-up Blocker

5
@
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Add your website address. localhost is only used as an example
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Importing Browser Settings Through Group Policy
This step is optional for deploying settings across many machines.

1) Start Group Policy Editor Start> run > gpedit.msc

Navigate to User Configuration > Windows Settings > Internet Explorer
Maintenance > Security

[ Lo Growppoyiaitor | e
File | Action | View Help
e 20 =0

(=] Local Computer Policy MName Description
4 i Computer Configuration

[ [ Software Settings
i [ Windows Settings
[ [ Administrative Templates
4 i, User Configuration
[ Software Settings
4 | Windows Settings
& Scripts (Logon/Logoff]
4 i; Security Settings
[ Public Key Policies
& gl Policy-based QoS
|- p=n Deployed Printers
4 Bl Internet Explorer Maintenance
@ Browser User Interface
@I Connection
{1 URLs
EI Security

Programs
@ Advanced

i [ Administrative Templates

5]5ecurity Zones and Content Ratings (Preference M... ISettings for content ratings an...
Ehuthenticode Settings (Preference Mode) Settings for authenticode
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On Security Zones and Content Ratings, click Import the current security zones
and privacy settings

-
Security Zones and Content Ratings (Preference Mode) _ @u

Security and Privacy Settings |

You can customize the settings of each security zone as well as customizing the privacy settings. These
settings must be made through the Modify Settings button below. For more infarmation, dick Help.

—Security Zones and Privacy

{* Do not customize security zones and privacy

{~ Impaort the current security zones and privacy settings Modify Settings |

Content ratings allow you to prevent users from wiewing sites with risky content. Ratings are set an a per-site
basis and are rated by the author for degrees of risky language, nudity, and violence.

Content Ratings
{* Do not customize Content Ratings

™ Import the current Content Ratings settings Modify Settings |

Your security zone settings will be applied via group policy.

*This only applies to zones where Internet Explorer Enhanced Security is disabled.
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